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STEGANOGRAPHY

• Technique that hides a message into a digital object (cover) by making small changes so 
that the message’s existence is difficult to detect

• Images, audio, text, video
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GRAYSCALE  VALUES

• 010 ⟶000000002⟶Black⟶

• 9310 ⟶010111012⟶Dark Gray⟶

• 21710 ⟶110110012⟶Light Gray⟶

• 25510 ⟶111111112⟶White⟶
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DIGITAL IMAGES

  165  116  124  135  137  125  136  166  159   88
  140  112  114  127  167  170  125  138  118   61
  126  113  116  128  177  205  171  163   82  127
  134  112  134  134  116  148  194  144  100  165
  133  115  124   82   85  163  158   61  134  159
  123  125   88   68  132  153  125   80  151  164
  117  120   83   88  111  157  102  109  158  208
  120  106   96   77   74  148   97  114  158  178
  134   95   68   81   88  150  185  133  159  110
  142   92   62   71  118  143  182  145  115   86
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GRAYSCALE IMAGES

• Intensity

• 1 8-bit binary value for each pixel

• [00000000, 11111111]
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NOISE
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BIT PLANES
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BIT PLANES
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LSB EMBEDDING

• Overwrites the value of the least significant bit (LSB) of a pixel in a cover image

• Modification changes a pixel’s intensity by 0 or 1
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STEGANOGRAPHY: PARTS

• The Cover

• Noise

• Variation

• Size

• The Message

• Size

• Representation

• Lossless vs. Lossy
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LSB EMBEDDING

• Hides message in the LSB of a cover

• Creates a stego object

• Resistant to detection

• Security Concern
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HOW LSB STEGANOGRAPHY WORKS

• Cover: 10111011 (187)

• Message: 01110100 (116)

• Stego Object: 10111010 (186)
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DETECTING LSB EMBEDDINGS

• Visual Attacks

• Statistical Attacks
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VISUAL ATTACKS

• Simple

• Sequential Embeddings

• Observer
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STATISTICAL ATTACKS

• Complex

• Targeted

• Exploit Image Characteristics
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RS STEGANALYSIS

• Measures the noisiness of the LSBs 
before and after some flipping

• Uses the measurements to form a 
model

• Model predicts an embedded message 
length

• <0.5% 
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SPIRAL LSB STEGANOGRAPHY

• How can we create an algorithm which:

• Is not overly complex

• Resists visual attacks

• Distributes embedded pixels
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SPIRAL EMBEDDING

• Embed size of message in upper left 
corner

• Write serialized message values

• Spiral inward until entire message has 
been embedded
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DECODING

• Reverse of embedding

• Unpack the dimensions of the message

• Continue until all message data has 
been read

• Construct the message
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SPIRAL EMBEDDING RESULTS
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DEMONSTRATION
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CONCLUSION

• Steganography

• LSB Embeddings

• Visual & Statistical Attacks

• Spiral Embedding
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