LEAST SIGNIFICANT BIT EMBEDDINGS:
IMPLEMENTATION AND DETECTION

Aaron Miller
Advisor: Mike Eckmann




S EGANOGRAPHY

» lechnique that hides a message Into a digital object (cover) by making small changes so
that the message’s existence is difficult to detect

* Images, audio, text, video
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GRAYSCALE VALUES
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DIGITAL IMAGES
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GRAYSCALE IMAGES

R Hiensiy

» | 3-bit binary value for each pixel
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[ SB EMBEDDING

» Overwrites the value of the least significant bit (LSB) of a pixel in a cover image

» Modification changes a pixel's intensity by O or |
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S TEGANOGRAPHY: PARTS

@ lieCover LRk o e Mcssage :'he
* Noise e N 0 Sl ’90«.
* Variation - Representation . 3
- Size .+ Lossless vs. Lossy - ':
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[ SB EMBEDDING

Hides message in the LSB of a cover

Creates a stego object

Resistant to detection

Security Concern
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HOW LSB STEGANOGRAPHY WORKS
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DETECTING LSB EMBEDDINGS

* Visual Attacks

 Statistical Attacks




VISUAL AT TACKS

* Simple

» Sequential Embeddings

e Observer
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SIATIS HICAL Al TACKS

- Cehnplex
» largeted

* Exploit Image Characteristics




RS STEGANALYSIS

« Measures the noisiness of the LSBs
before and after some flipping

« Uses the measurements to form a
model

* Model predicts an embedded message
length

« <0.5%

RS-diagram of Japan.bmp
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Figure 1. RS-diagram of a typical image. The x-axis is the
relative number of pixels with flipped LSBs, the y-axis is the
relative number of regular and singular groups with masks M
and -M, M=[011 0]
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Figure 2. Estimated percentage of flipped pixels using the RS
Steganalysis (solid line) vs. the actual number of flipped pixels
for ‘kyoto.bmp’. The bottom part of the figure shows the
magnified detection error
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SPIRAL LSB STEGANOGRAPHY

- How can we create an algorithm which:
* |s not overly complex
* Resists visual attacks

» Distributes embedded pixels




SPIRAL EMBEDDING

EElRecElsiZerol nessage [Nl Upper left
corner

* Write serialized message values

» Spiral inward until entire message has
been embedded




DECODING

B e iembedding
» Unpack the dimensions of the message

» Continue until all message data has
BiEEl| [iekle

» Construct the message
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SPIRAL EMBEDDING RESULTS
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DEMONSTRATION




CONCLUSION

» Steganography
» LSB Embeddings
* Visual & Statistical Attacks

* Spiral Embedding
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